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SOPEKTUBHOE NCMNOJIb3OBAHUE TEXHOJ10I
NCKYCCTBEHHOI'O UHTEJIJIEKTA B 3ALLWTE OT KNBEPATAK

ABTOpbI:  LLanowHukoB Oner BUKTOPOBMY (MpkyTckuii HaLmoHanbHbii MiccnenoBaTensckuii
TexHN4YeCcKui YHNBepCuTerT)

AHHOTaUWA: AKTYyasbHOCTb M MOCTaHOBKa 3aZla4yu: Bo3pacTatoLias posib MHGHOpMaLmm B
COBPEMEHHOM 06LLECTBE HEM3MEPUMO BO3POC/IA, M aKTyaslbHOCTb MCM0JIb30BaHMS
COBPEMEHHbIX METOI0B 3aLUNThl JAa€T BO3MOXKHOCTb CBOEBPEMEHHOI O BbIMOJIHEHUS
CBOeVi hyHKUMN. B paboTe aBTOp MCO/Ib3YEeT TEXHOIOM MM UCKYCCTBEHHOI O
VHTeNNeKTa A8 MAeHTUPUKaumm knbepaTtak.

Kito4eBble  UCKYCCTBEHHBIN MHTEJINIEKT, HEVPOHHAas CETb, KnbepaTaka, OLleHKa
C/10Ba: 3QPHEKTUBHOCTYN aTaK 3/10YMbILLIEHHUKA, HEVPOCETEBOE MOAE/INPOBAHME.

1 BBepeHune

B coBpeMeHHOM MUpe CUCTEMbI 3aLUUThl MHDOPMaLnK oT KnbepaTak NpeacTaBAsaOT
coboil 04HO M3 rNaBHbIX CPEACTB 3aLUNTbl PECYPCOB KOMMbIOTEPHBIX CETEN U CUCTEM.
MprMeHeHne NoA0OHbIX CUCTEM OCYLLECTBAAETCS AaBHO, Haf CO34aHMeM NofobHbIX CpeacTB
TPYAATCS ONbITHbIE CNELMANUCTLI, HO 1 HAYYHO-MEeTOANYECKON Ba3e yaeneHo MHOXKECTBO
paboT, BMecTe C TEM NPaKTUYECKWI OMbIT AAET NOHATb, YTO B CUCTEMAX 3aLUNTbl OT CETEBbIX
KnbepaTak MeeTCs psjf BaXKHbIX HEAOCTAaTKOB. HU3Kas TOYHOCTb MAEHTUGMKALMM obLiei
COBOKYMHOCTM aTaK - ABNSAETCA OAHNM U3 HUX, YTO B CBOKO O4Yepeb LOKa3biBaeTCs
onpeaeneHHbIMU COBLITUAMM B3IOMa CUCTEM 3aLUMTbI B psife Beaywmux cTpaH [1].
MprYMeHeHNe CTPYKTYPbl MCKYCCTBEHHbIX HEMPOHHLIX CETEN ABASETCS NEPCNEKTUBHBIM
CnocoboM MoBbILLEHMS NPOAYKTUBHOCTU CUCTEM NPEAOTBPALLEHNS aTaK, Ha YTO TakKxXe
YKa3blBalOT Hay4Hble TPYbl BbICOKOKBAIMMULMPOBAHHbIX CreumanncTos [3; 4].

Taknm obpasoM, 3agadva pa3paboTku 3DHEKTUBHON TEXHOIOM NN NCKYCCTBEHHOMO
NHTEeNNeKTa naeHTudukaunm knbepatak n nocneacTBMn MHUNAEHTOB B peasibHOM BPeEMEHU
obycnaBAMBaET aKTya JIbHOCTb Hay4HbIX NCCIeA0BaHNU 1 pa3paboTok B AaHHOM obnacTu.

2 lMocTaHOBKa 3a4a4un

OcHoBHas 3a4ayva - pa3paboTka TEXHONOr MU NCKYCCTBEHHOMO NMHTE/IEKTa
naoeHTUMKauum knbepaTtak. Ing NoCTPOEHUs TeXHOMOrMM TpebyeTcs NPoBeCT aHaNn3
BO3MOXXHOCTEW CPeLCTB HEMPOHHbLIX CeTel B 061acTy NpeaoTBpaLLeHns aTak B
KnbepHeTNYeCKOM NPOCTPaHCTBE.
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3 ViccnenoBaTeNnbCKMin BONPOC NpefoTBpaLleHmns knbepaTak Ha MHPOPMALMOHHbIE
CUCTEMBI

Ha Ha4yanbHOM 3Tane MeponpusaTUs Mo 3alinTe NMHPOOPMALMOHHbLIX CUCTEM CBOAATCA K
perncTpaunm yCnewHblx cily4aeB KmbepaTak Ha peCypcbl TAKUX CUCTEM B OTHOLUEHUN NX
YyS3BMMOCTEN. B BbIMYCKHOW KBannKaLunoHHon pabote ocoboe BHUMaHME ygenseTcs
obHapy>XeHuto 1 Knaccupukaunm knbepaTak,
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PucyHok 1. Pabota cucreMbl npeoOTBpaLLEHNUA aTakK

OCYLLECTB/ISIEMbIX C UCNOJIb30BAHNEM CETEBOro Tpaduka. Tak Kak BblBoAgbl [6; 7; 8; 9]
FOBOPAT O TOM, 4YTO Ha CEroAgHALWHNA OeHb AaHHbIA TUN aTak NpeacTaBnseT cobon oanH 13
Hanbonee onacHbIX. Kak NpaBufo ans perncrpaumm cobblTnin cetesbix Knbepatak
NPUMEHAIOTCSA CUCTEMbI NPefoTBPALLEeHNA aTakaM, KOTOpble ABAAIOTCSA COBOKYMHOCTbLIO
CpencTB, HanpaBAEHHbIX A8 MOHUTOPMHIA COBLITUIA B CUCTEME U UX aHaU3a Ha NpeaMeT
NpPU3HaKoB HapyLleHns 6e30nacHOCTN AaHHOM cUCTeMbI. Mopagok paboThl CUCTEMBI
npenoTBpaLLleHnsa aTak NnpeacTaBsieH Ha pUCyHke 1.

OCHOBbIBasACb Ha pe3ynbTaTax Takux paboT Kak [12; 13], MOXXHO caenaTb BbIBOA O TOM,
YTO YCOBEpLUEHCTBOBaHME CUCTEM MPefOTBPALLEHMSA aTaK 3aK/Il04aeTCs B yJy4LlleHUn
3(pheKTMBHOCTU aHaNM3a Tpauka.
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4 N3y4yeHune npouecca npenoTBpaLleHnsa aTak

Mpouecc npefoTBpaLLEHMA aTaK Ha CEeroAHAWHMNN eHb OCYLeCTBAAETCS C
NpPUMeHeHneM ABYX NOAX0L0B: HAX0XKAEHMA OTKNOHEHWI 1 pacno3HaBaHMA
3noynoTpebneHni.

PaboTa CMCTEMbI MPU HAaXOXAEHUN OTKJIOHEHWNIA OCHOBBLIBAETCA Ha aHasM3e, YTo
NHONKATOPOM aTaKy ABNSETCS OTKJIOHEHWE AEeNCTBYOLWNX 3HAYEHUI TpadKa OT 3HAYEHWI,
NPUCYLLUX HOPMalbHOMY COCTOSIHUIO PECYPCOB MHOPMALIMOHHON cUCTeMbI. B cBOtO o4epenb
CUCTEMbI NPeOTBPALLEHNS aTaK NPUMEHSIOLLME METOA pacno3HaBaHWa 310ynoTpebneHnin,
MOABEPratoT aHaNN3y Ceputo COOLITUIA, OTHOCALLMXCA K paboTe npeaMeTa 3alnThl 1
COMOCTABASAOT UX C TUMOBLIMU 3K3EMMSPAMM U3BECTHbIX aTak. [laHHbIe 3K3eMMIApbI, Kak
npaBuo, Ha3bliBaloTCS 06pa3LOM aTak, a METOL HOCUT Ha3BaHMe - pacno3HaBaHWe aTak Ha
OCHOBE CUTHATYp. OTU NOAXOAbl UMEIT KaK NPenMyLLeCcTBa, Tak U NPUHLUMNNANbHbIE
HeLoCTaTKM.

5 Cnocobbl COBEpPLUEHCTBOBAHUS CPeACTB NPeAoTBPaLleHNs aTak

NTorom ocyLeCcTBNIEHHOr0 aHan3a NoKa3aHo, YTO YJyylleHne HeMpoCeTeBoro
0bHapyXeHUs aTak OCYLLECTBASETCA NPV NMOMOLLM peann3aunm HeKOTOPbIX YHKLIWA,
KOTOpbIE TPAKTYIOTCS NapaMeTpamu, OTPa)KeHHbIMK B Tabnunue 1.

BbINoNHEH BbIBOA, YTO MOBbIWEHWE MPOAYKTUBHOCTN HENPOCETEBLIX CPELCTB B
Bonblien mepe 3aBUCUT OT 0bLLEN NONHOTLI U pecnekTabenbHOCTU obyyatoLLen BbIOOPKHL.

[MOMMMO 3TUX PYHKLNIA NMEETCH 3aBMCMMOCTb, MPUHMMAETCS I BO BHMUMaHME Npu
KOAMPOBaHMM BbIXOAHOIO CMrHana CX0A4CTBO 06pa3LoB, onpeaenseMbiX K1acCoB aTak.
HacTosAwmin BbIBOA U310XKEH Ha NpaBe aHan3a UTOroB Hay4yHoro Tpyaa [16]. Ha ocHoBe
3TOro, NpeanaraeTca npumeHeHne E(oB) n E(kBc) napaMeTpos, NpeAcTaBleHNE KOTOPbIX
oTpa)keHo B Tabanue 1.

Co BpeMeHeM HOMEeHKJ1aTypa AaHHbIX NapaMeTpoB UMEEeT BO3MOXXHOCTb K
YBENYEHNUIO.

Tabaunua 1.

MapameTpbl aHanm3a NPoayKTUBHOCTH HEHPOCETEBbIX METO40B
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Ha3BaHune
OnwncaHwne

napameTpa

Enn MpenBapuTenbHas NOAroTOBKa BXOAALWMX BEINYUH

Erna MoBbileHNEe 3PPEKTUBHOCTN apPXUTEKTYPbI

Eea oBbieHNe 3PPEKTUBHOCTIN BEINYUH apXUTEKTYpPbI

E .o MoBbiweHMe 3 heKTUBHOCTM cnocoba obyyeHus

Eeon CnocobHocTb 0by4eHMa NoCpeacTBOM 3KCNEPTHbIX NpaBu

E CnocobHOCTb NCM0Nb30BaHUA B MeTOLEe MHOroobeLLatowmx BUA0B HENPOHHbIV
CTPYKTYp

E CrnocobHOCTb KOHLENTYalbHON OLLEeHKW paLoHaNbHOCTU NCMO0/b30BaHNS
P HenpoceTen Ons BbINOJHEHNS 3a4a4M

E MpucyTCcTBME NpoLecca opraHusauum oby4atoLlen BbIOOPKM N3 pas3inyHbIX
008 JaHHbIX

E MpnCyTCTBUE NpoLecca KOANPOBaHMA HEOBXOANMOro BbIXOLHOIO MPU3HaKa,
e YUYUTbIBAKOLLEr0 CX0XeCTb 06pa3LoB pacCMaTpMBaeMblX TUMOB aTak

Moka3aTenn npeacTaBeHHbIX MapaMeTPOB AOMYCKAETCSH pacCMOTPETb No buHapHow
knaccudukaumm: 0 n 1. BenmyunHa pasHsetcs 0, ecam cnocob He ocywecTBUM U 1 B MIHOM
c/iydae. [1ns pacCMOTPEHHbIX NMPUMEPOB NoKa3aTenun npeacTaBieHHbIX NapaMeTpos
OoTpaXkeHbl B Tabnmue 2. Tak)xe O15 BCEX PaCCMOTPEHHbIX MeToaoB E, .= 0. 3To 3Ha4uT, 4TO
BO MHOXXeCTBE M3 paCCMOTPEHHbIX METOL0B He peasin3oBaHa onepauus co3faHuns
obyyatoLLen BbIbOpKK. NpUMeHeHe pekoMeHA0BaHHbIX MapameTpoB cnocobcTeyeT
onpeneneHunto ypoBHA 3hHEKTUBHOCTU HENPOCETMN.

Tabauua 2.

MapameTpsbl onpeaensiowme Nnpon3BoANTEIbHOCTb METOL4OB PaboTsbl
HeHpoceTu

MNapameTp
MeTopn

EI'II’] Enna EI'IBa EI'I30 ECOFI ECMC ECOD EOOB EI'II'IK
Nel 1 0 0 0 0 0 0 0 0

Ne2 0 1 0 0 0 0 0 0 0
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Ne3 1 1 0 0 0 0 0 0 0
No4 0 1 1 0 0 0 0 0 0
Neb 0 1 1 0 0 0 0 0 0
Ne6 1 0 0 0 0 0 0 0 0
Ne7 1 1 0 1 0 0 0 0 0
Ne8 1 1 1 0 0 0 0 0 0
Ne9 0 1 0 1 0 0 0 0 0
Ne10 0 1 0 1 0 0 0 1 0
Nell 1 0 0 0 0 0 0 1 0
Nel12 1 0 0 0 0 0 0 0 0
Nel3 1 0 0 0 0 0 0 0 0
Nel4 1 0 0 0 0 0 0 1 0
Nel5 1 0 0 0 0 0 0 1 0
Ne16 1 1 1 1 1 1 1 0 0
Nel7 1 0 1 0 0 0 0 0 0
Ne18 1 1 1 1 0 0 0 0 0
Ne19 1 0 0 1 0 0 0 0 0
Ne20 1 0 1 1 0 0 0 0 0
Ne21 1 0 1 1 0 1 0 0 0

LileHHOoCTb Tabnuubl 3aK04aeTcs B OTpPaxeHnn MNMHyCcoB 1 MJoCcoB BO3MOXXHOCTEMN
NOBbILWEHNS SPPEKTUBHOCTU CYLLLECTBYOLMX MoZenien N CUCTEM.

K npumepy, napameTp E,,= 0 rOBOPUT 0 TOM, 4TO K MUHYCY laHHOIr0 MeToa
MO3BOJIEHO OTHECTW HU3KYIO OMTMMU3aLIMI0 TUMNA CTPYKTYPbl HEMpoceTu. BmecTe ¢ Tem, B
NTOre OCYLLECTB/IEHHOr0 NCCNE0BAHNS NOKa3aHo, YTo B BoJbLUEA Mepe NPUMEHAIOTCS
TPAAULMNOHHbIE BUAbI HEMPOCETEN - 3TO A0MNYCKAET CXKAaTb KPYr BO3MOXXHbIX TUMOB
HenpoceTel. YTo No3BoNSeT yay4lnTb 3MPEKTUBHOCTL YCTAHOBAEHUS Moenun, Hanbonee
NOAXOAALLENA B aCNeKTe onpeaesieHHoN 3aayn.

7 BbiBOObI NO NCCnenoBaHUIO:

NTorom oueHkn Hay4HbIX TPyA0B NOCBALEHHbBIX CO3O4aHUIO N NCMOJIb30BaHNIO CUCTEM
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onpeaeneHns aTak B KMbepnpocTpaHCTBE MNOKa3aHO, YTO CPeAN MHOXKECTBa Cnocobos
YNYYLIEHNA AaHHbIX CUCTEM OAHMM U3 OCHOBHbIX SIBNSETCS BBEAEHUE B HUX METOLa aHa/n3a
Tpauka CeTeBOro TUMA, OCHOBLIBAOLLLEr0CS Ha aKTyasIbHbIX PELLEHUAX KOHLIEMLNIA
NCKYCCTBEHHOI0 MHTeNNeKTa. HacTosAwen 3agayen Takxxe ABNSETCA BHEAPEHME acrnekTa
NCKYCCTBEHHOIO MHTEJIJIEKTA B CETEBbIE MEXAHWN3MbI Pacno3HaBaHUs aTak.

BmecTe C TeM, aHa/IM3 NOAXOA0B K OrnpefesieHunto aTak fajl NoCTaHOBUTb, H4TO
NoBbILWEHME UX Pe3yNbTaTUBHOCTU B BONbLUMHCTBE C/ly4aeB onupaeTcs Ha npucrnocobneHne
K 0XKMLaeMOWN KapTuUHE NCMNOJIb30BaHUSA, KOTOpas B CBOIO 04Yepelb 3aBUCUT OT YCI0BUIA
co3faHus npumepos oby4vatoLLen BbIOOPKU. B KOHEYHOM UTOre NosBASETCA HE0OX0AMMOCTb
NOBbIWEHNS Ka4eCcTBa MeToA0JIorn4yeckom basbl paccMaTpmMBaeMON TEMbI U CO34aHMIO Ha
5Ton 6a3e meTona pa3paboTkm obyyatowen BoibOpkM 1 MeToAa pa3paboTkn paBHO3HAYHbLIX
HerpoceTeBbIX Mofesien. na anpobauun npeacTtaBieHHbIX naen paunoHanbHO
CNPOEKTNPOBaTbL HEMPOCETEBYO MOLESb Y MPOM3BECTU UCMbITaHNE ee IPPEKTUBHOCTN.
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